
QCyberPrepare (powered by CYGNVS)  
A secure document storage and communication 
platform for managing cyber incidents.  Primary 
customers get complimentary access with personalised 
support from CYGNVS experts.

Employee training and attack simulation   
Organisations can choose employee training or attack 
simulations that target phishing, vishing, and smishing 
threats. These solutions reinforce best practices and 
enhance employee awareness. 

Trusted partner: Arsen

Firewall configuration assessment   
This assessment will address firewall misconfigurations, 
close security gaps, and strengthen controls to reduce 
risk and prevent attackers from gaining a foothold. 

Trusted partner: Fenix24

Proactive M365 security assessment  
This assessment uses proprietary technology, incident 
analysis, and threat intelligence to identify risks and offer 
recommendations to improve your security posture. 

Trusted partner: Asceris 

Active Directory configuration assessment  
This exercise will identify and remediate active directory 
misconfigurations, close security gaps, and fortify controls 
to minimise risk and prevent unauthorised access.  

Trusted partner: Fenix24

XDR configuration assessment  
This assessment evaluates your platform (SentinelOne 
or Crowdstrike) and identifies misconfigurations that 
can leave vulnerabilities, addressing cyber threats across 
endpoints, networks and cloud platforms. 

Trusted partner: Asceris  

Ransomware Backup and Resiliency Assessment 
Validates whether backups can withstand an attack and 
estimates realistic recovery timelines. The assessment 
continuously evolves to adapt to align with current threat 
actor tactics. 

Trusted partner: Fenix24

SentinelOne Singularity™ Platform   
Advanced endpoint cybersecurity platform to detect, 
prevent, and respond to threats across devices, cloud 
platforms, and user identities. 

Complimentary 60-day trial includes: 
•  Full setup and configuration support  
•  Optional scans of Active Directory and cloud assets  
•  Minimum 50% discount if purchased after the trial

QBE collaborates with a range of vendors to provide comprehensive solutions for diverse cybersecurity 
challenges. These vendor services include complimentary offerings, preferred pricing partnerships, and 
innovative products. QBE Cyber Services works closely with vendors, brokers and customers to ensure 
solutions are aligned with organisational needs.

QBE Cyber Services

Visit qbe.com/cyber/cyber-services to find 
out more about our QBE Cyber Services 
complimentary and preferred pricing offerings. 

Cyber Vendor 
Partnerships
Partnerships. Not just policies.

The following solutions are available to QCyberProtect primary customers: 

Primary customers with a premium > $35KUSD can choose one of these complimentary solutions each policy year:

For further assistance, contact QBE Cyber Services at 
QCyberServices@qbe.com.

All products and services are provided by QBE Insurance Group Limited or its subsidiaries (“QBE”) or by QBE’s selected third party vendors and may be subject to  
additional terms and conditions, limitations and disclaimers [available on request].  Services provided by QBE are not intended to constitute any financial or professional 
advice tailored to your circumstances and may not have been prepared with detailed knowledge of your systems or the risks to your business, and do not cover all  
possible situations or actions necessary to respond to a cyber security incident.  QBE does not make any guarantees regarding outcomes, such as reduced claim  
exposure or that a product or service will meet your unique needs. You are responsible for using your independent judgment to assess the advice provided and this 
does not replace the advice of legal counsel or cyber security professionals in preparing for, or responding to, a cyber security incident. QBE is not liable or responsible 
for services provided by its third party vendors. 

QBE and the chain links logo are registered trade marks of QBE Insurance Group Limited and third party marks are duly licensed. © 2025 QBE Insurance Group Limited. 10
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