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[bookmark: _Toc189574797]Overview 
[COMPANY NAME] is committed to fulfilling its legal, regulatory, and ethical responsibilities to safeguard personal information ("PI") of its staff, partners, and clients. Effective Information Technology (IT) asset management includes maintaining a comprehensive inventory of all IT assets[footnoteRef:2] on the network, ensuring visibility and control over the IT environment, and implementing measures to prevent unauthorised access and usage.  [2:  See Appendix for a list of key definitions.] 

[bookmark: _Toc189574798]Purpose
This policy establishes the requirements for developing and maintaining a complete inventory of [COMPANY NAME]’s IT assets and establishes a process to manage these assets throughout their service lifecycle, from acquisition to disposal or destruction. A comprehensive IT asset inventory is essential for identifying potential vulnerabilities and managing risk within the IT environment effectively.
[bookmark: _Toc189574799]Scope 
This policy applies to all IT assets connected to [COMPANY NAME]'s network, including, but not limited to, computer workstations, laptops, tablets, smartphones, servers, appliances, network switches, and routers, as well as all software used on these devices. It encompasses assets owned, leased, or managed by [COMPANY NAME]. 
The [APPROPRIATE TEAM/DEPARTMENT] is responsible for adding, updating, or removing information assets from the inventory and network.
[bookmark: _Toc189574800]Policy
All IT assets shall be accurately identified, recorded, classified, and managed in accordance with this policy. [COMPANY NAME] shall ensure that only IT assets that are catalogued are permitted network access. Any IT assets identified as non-compliant or absent from the inventory will be either updated to meet compliance or promptly removed from the network, utilising manual or automated processes as necessary.


[bookmark: _Toc189574801]Roles and Responsibilities 
	Role
	Responsibilities

	[E.g. Board or Executive Committee]
	Endorse and promote the enforcement of the asset management policy.
Ensure the allocation of resources for effective policy implementation.
Review and approve major changes to asset management policies.

	[E.g. Head of Infrastructure or Information Technology]
	Serve as the policy owner and oversee the IT asset inventory's development and maintenance.
Conduct regular reviews of the IT asset inventory to identify and address risks associated with non-compliance.
Ensure the policy aligns with strategic business objectives, legal and regulatory requirements.
Facilitate and manage the process for IT asset disposal or return in compliance with the policy.

	[E.g. Business Asset Owners]
	Serve as the IT asset owner.
Manage the day-to-day use and protection of assigned IT assets within their business units.
Ensure all assigned IT assets are registered, classified, and compliant with asset management policies.
Report discrepancies or non-compliance issues regarding IT asset management to [Head of  Information Security Department]
Implement procedures for regular assessments of asset condition and performance.

	[E.g. Information Security Department]
	Identify and assess security risks associated with IT assets and propose mitigation strategies.
Ensure IT assets comply with company security standards and requirements.
Conduct vulnerability and security risk assessments on IT assets to identify weaknesses and prioritise remediation efforts.
Establish and enforce access control measures to ensure authorised access to IT assets.

	End users and Third Parties
	Securely handle and manage company IT assets in accordance with the policy.
Adhere to security practices and guidelines to prevent unauthorised access or misuse of IT assets.
Report any incidents of asset loss, damage, or security incidents promptly.
Ensure IT assets are returned appropriately upon termination of use or employment.



[bookmark: _Toc189574802]Structure of Asset Inventory 
[COMPANY NAME]’s IT asset inventory is an organised registry of all managed assets, designed for easy access and efficient information retrieval. The inventory shall be structured with the following details:
Hardware: Asset location, type, unique identifier, data handled, criticality, business function, and owner. This information shall be included at asset onboarding, and changes in asset ownership shall be reflected in the asset inventory immediately.

Software: Name, version, vendor, data handled, criticality, business function, owner, patch status, publisher, install date, expiry date, and end of support date. This information shall be included at asset onboarding, and changes in asset ownership shall be reflected in the asset inventory immediately.

Third-Party/Vendor Assets: Unmanaged IT assets shall be recorded and, where feasible, segmented separately from corporate resources. The [APPROPRIATE TEAM/DEPARTMENT] shall work with asset owners to ensure timely application of patches and fixes, reducing organisational risk and maintaining compliance with security standards.
[bookmark: _Toc189574803]Asset Classification 
Each asset within the inventory must all be categorised based on their criticality, taking into account a variety of classification criteria, including but not limited to:
· Confidentiality Rating: The level of sensitivity associated with the information the asset holds, aligned to Data Classification Policy.
· Integrity Rating: The importance of maintaining the asset's accuracy and reliability.
· Availability Rating: The necessity for the asset to be accessible when needed.
· Presence of Personally Identifiable Information (PII): Whether the asset contains PII, necessitating additional compliance and protection measures.
· Operational Impact: The effect on business operations if the asset is compromised, unavailable, or impaired.
· Compliance Requirements: Legal, regulatory, and industry standards that apply to the asset, ensuring adherence to necessary obligations.

The asset inventory and its classification score shall undergo a thorough review with asset owners on an annual basis to maintain its accuracy and relevance. Additional reviews may be triggered by significant changes in organisational operations, technological advancements, or in response to security incidents.

Asset owners and relevant stakeholders are accountable for the ongoing maintenance and timely updating of asset information. It is essential that they collaborate to ensure that the asset inventory reflects the current state of all organisational assets.

The asset classification framework shall be integrated with other information security and risk management policies to ensure coherent operations.
[bookmark: _Toc189574804]Asset Lifecycle Management 
Asset lifecycle management supports the strategic oversight of assets from acquisition through active use, maintenance, and eventual disposal. This approach ensures utilisation, cost-effectiveness, and security of [COMPANY NAME]'s IT assets throughout their entire lifecycle.
Acquisition 
All IT assets shall be acquired through [COMPANY NAME]’s approved procurement process before being recorded in the IT asset inventory for effective tracking.
All IT assets shall be verified and maintained in compliance with applicable licensing agreements.
All IT assets shall be classified based on their sensitivity and value with accordance to [COMPANY NAME]’s [STANDARDS/PROCEDURES]
Clear contracts and agreements with third party providers shall be established to define terms, warranties, and service expectations, including service level agreements (SLAs) where applicable.
Risk assessments shall be conducted by [APPROPRIATE TEAM/DEPARTMENT] to evaluate potential vulnerabilities or supply chain risks associated with new acquisitions.
Market analysis shall be conducted to leverage cost efficiencies and to promote sustainable procurement practices.
Deployment 
All IT assets shall be deployed in accordance with [COMPANY NAME]’s change management process to mitigate disruptions. 
All IT assets shall be tested and approved by [COMPANY NAME]’s change management committee before deployment. 
All IT assets shall be installed using the appropriate vendor installation procedures.
Use And Maintenance
All IT assets shall be handled in accordance with their classification, as per [COMPANY NAME’S] Data Classification Standard.
All IT assets shall be risk assessed regularly for vulnerabilities and threats and updated with the latest security patches, in accordance with [COMPANY NAME’S] Vulnerability and Patch Management Policy. 
All IT assets shall be monitored, and their performance documented for maintenance.
All IT assets shall have records documented on all maintenance activities, including dates and actions taken.
An established support system for users to report asset issues and receive timely assistance shall be in place.
All [COMPANY NAME] employees and third parties shall return company assets upon change or termination of employment or contracts. 
Secure Disposal 
[COMPANY NAME] shall uphold principles regarding secure disposal of IT assets to prevent data retrieval or reconstruction.
All IT assets containing sensitive information shall be disposed in proportion to their sensitivity level, per [COMPANY NAME’S] Data Classification Standard.
All IT assets shall be retained only as long as necessary to meet the company’s objectives, legal and regulatory requirements.
[COMPANY NAME] must uphold rigorous principles regarding secure disposal of IT assets. This includes the adherence to a thorough sanitisation process prior to asset disposal to ensure data cannot be retrieved, reconstructed, or accessed post-disposal. Where necessary, [COMPANY NAME] may employ a trusted third-party service for asset disposal.
Records of disposed assets must be maintained, detailing disposal methods in compliance with business, legal, and regulatory requirements.
[bookmark: _Toc189574805]Guidelines for Maintenance and Upkeep
Appropriate processes shall be in place to ensure that the inventory is reviewed at least annually to ensure that it remains accurate and reflects any acquisitions, disposals or changes. The following guidelines provide a framework for the maintenance and management of all IT assets:
Scheduled Maintenance
Develop maintenance schedules for all IT assets to proactively prevent unexpected failures.
Use service contracts and maintenance agreements with vendors to address maintenance needs. When engaging third-party maintenance services, evaluate and select vendors based on their expertise and reliability. Manage third-party support in accordance with [COMPANY NAME]’s [POLICY NAME]
Reporting and Documentation
Record all maintenance activities in the IT asset inventory, including date, nature of maintenance, technician involved, and associated costs.
Generate maintenance reports to evaluate IT asset utilisation, track maintenance activities, and assess compliance with maintenance requirements. 
Audit and Verification
Conduct annual physical audits and asset reconciliations to ensure the reliability and integrity of inventory records.
These audits shall verify record accuracy, identify discrepancies, and ensure compliance with licensing agreements.
Continuous improvement
Establish feedback loops with [APPROPRIATE TEAM/DEPARTMENT] to regularly assess the effectiveness of maintenance activities and implement necessary improvements.
[bookmark: _Toc189574806]Acceptable Use 
Employees and third parties who utilise or have access to [COMPANY NAME]'s IT assets shall be informed of the information security requirements applicable to these assets and associated information processing facilities and resources.
[COMPANY NAME] requires that all employees and third parties are accountable for their use of information processing resources, including any activities conducted under their supervision or responsibility.
[bookmark: _Toc189574807]Exception
Any exceptions to this policy shall be granted on a case-by-case basis, and only with written approval from leadership and IT. This should include a full review from the [APPROPRIATE TEAM/DEPARTMENT], to ensure that the proposed exception goes through the [COMPANY NAME]’s risk management process to effectively identify, assess, and mitigate any associated risks.
All approved exceptions shall be documented, including the reasons for approval and any conditions imposed. Exceptions will be subject to quarterly review to ensure that the circumstances leading to their approval remain valid and that risks are effectively managed.
It is the responsibility of the asset owner to work with IT to ensure that their asset is compliant and catalogued within the asset inventory.
[bookmark: _Toc189574808]Compliance
Non-compliance with this policy may result in disciplinary action. All employees and third parties shall adhere to this policy and report any issues or incidents related to this policy. 


[bookmark: _Toc189574809]Appendix: Definitions
The following definitions are used in this document
	Term
	Definition

	Asset
	An item of value to stakeholders. An asset may be tangible (e.g., a physical item such as hardware, firmware, computing platform, network device, or other technology component) or intangible (e.g., humans, data, information, software, capability, function, service, trademark, copyright, patent, intellectual property, image, or reputation). The value of an asset is determined by stakeholders in consideration of loss concerns across the entire system life cycle

	Asset owner
	Person or organisation having responsibility for the development, procurement, integration, modification, operation and maintenance, and/or final disposition of an asset.

	Vulnerability Assessment
	Systematic examination of an information system or product to determine the adequacy of security measures, identify security deficiencies, provide data from which to predict the effectiveness of proposed security measures, and confirm the adequacy of such measures after implementation

	Risk Assessment
	The process of identifying risks to organisational operations (including mission, functions, image, reputation), organisational assets and individuals resulting from the operation of an information system. Part of risk management, incorporates threat and vulnerability analyses, and considers mitigations provided by security controls planned or in place.

	Risk Management
	The process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level.

	Supply Chain Risk
	The potential for harm or compromise that arises as a result of security risks from suppliers, their supply chains, and their products or services. Supply chain risks include exposures, threats, and vulnerabilities associated with the products and services traversing the supply chain as well as the exposures, threats, and vulnerabilities to the supply chain.

	Third Party
	An organisation or individual, external to the [COMPANY NAME] that provides products or services.

	Procurement 
	The process of acquiring goods or services, including IT assets

	Disposal
	The proper and secure process of decommissioning and removing assets that are no longer needed, ensuring that any residual data is securely destroyed.

	Patch Management
	The systematic notification, identification, deployment, installation, and verification of operating system and application software code revisions. These revisions are known as patches, hot fixes, and service packs.



Sample Cyber Governance Templates are provided as examples only.  They have not been prepared with detailed knowledge of your systems or the risks to your business, and do not cover all possible situations or actions necessary to respond to a cyber security incident.  You are responsible for using your independent judgement to assess the appropriate incident response plans and processes appropriate for your business.  The sample Cyber Governance Templates do not replace the advice of legal counsel or cyber security professionals in preparing for or responding to a cyber security incident.
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