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[bookmark: _Toc185927130]Scope
This Cyber Security Incident Response Plan outlines the procedure that [COMPANY NAME’S] employees should follow when responding to a suspected or confirmed Cyber Security Incident. It has been designed to:
Enable [COMPANY NAME] to assess and respond to reported Cyber Security Events and Incidents as quickly as possible. 
Clarify the roles and responsibilities within the Cyber Security Incident Response Team (CSIRT), including [COMPANY NAME] employees and any external providers.
Ensure that incidents are escalated to the appropriate response level based on their severity.
This Plan should be read together with any relevant Cyber Security Response Playbooks for the identified type of Incident. 
[bookmark: _Toc185927131]Definitions 
The following definitions are used in this Plan, and the accompanying Playbooks:
	Cyber Security Event
	A Cyber Security Event is any unexpected occurrence or behaviour which may be the indication of a Cyber Security Incident (see below). Cyber Security Events should be reported to the IT Security Team and investigated.

	Cyber Security Incident
	A Cyber Security Incident is any malicious or unauthorised activity, or series of connected activities, which negatively impacts the confidentiality, integrity or availability of electronic information or services at [COMPANY NAME]

	Personal Data
	Personal Data is defined as any information relating to an identifiable person. The data can enable the person to be directly or indirectly identified.

	Personal Data Incident
	A Personal Data Incident is defined as a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data.





[bookmark: _Toc185927132]Roles and responsibilities 
[bookmark: _Toc185927133]Cyber security incident response team structure
The diagram below organises relevant [COMPANY NAME] employees and recommended roles (and external providers) into Executive, Management and IT Security Teams. Together, these form the Cyber Security Incident Response Team (CSIRT), which incorporates the different personnel and teams responsible for managing Cyber Security Incidents.
Events or Incidents may be escalated to more senior teams as shown.  Further guidance on procedures is provided in Section 4 and recommended roles and responsibilities for individual team members are the Appendix.CEO
Management Team
CISO/Incident Response Lead
IT Security Team
Cyber Security Lead
CFO 
Chief People Officer 
Chief Commercial Officer
External Legal Counsel
Role

Insurance Director
Role

Chief Technology Officer
General Counsel/DPO
Comms/Marketing Director

External Legal  
HR Director

Head of TechOps
Role
Infrastructure Team
Role

Service Desk
External Response Provider
INCIDENT REPORTED
Example Responsibilities
· Cross Organizational coordination and response management
· Regulatory notifications
· Legal matters
· Engage with Insurers
· Engage with Cyber Response specialist partners
· Escalation/reporting to Executive Team
Example Responsibilities
· Investigation of security alerts and raised tickets
· Event and Incident Triage
· Initial analysis and containment
· Actioning technical response and recovery activity
· Escalation/reporting to Management Team
Example Responsibilities
· Business strategy and oversight of decisions impacting business goals
· Reputation management, client and public relations
· Oversight of External and internal communication
· Coordination with wider business
· Attacker negotiation and ransom decisions
Executive Team
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Sample Cyber Governance Templates are provided as examples only.  They have not been prepared with detailed knowledge of your systems or the risks to your business, and do not cover all possible situations or actions necessary to respond to a cyber security incident.  You are responsible for using your independent judgement to assess the appropriate incident response plans and processes appropriate for your business.  The sample Cyber Governance Templates do not replace the advice of legal counsel or cyber security professionals in preparing for or responding to a cyber security incident.


[bookmark: _Toc185927134]Incident response procedure
[bookmark: _Toc185927135] Incident Response Plan Management
This Plan will be reviewed, and if necessary updated, on a regular basis (at least annually) by the Cyber Security Lead (or appointed delegate), to ensure that the assigned roles, contact details, and escalation procedure remain relevant and fit-for-purpose. An exercise of the Plan will be carried out at least annually by members of the CSIRT, and any learnings from these exercises should be reviewed and used to improve this plan, as part of the ongoing review process.
Lessons from any Incidents should also be used to improve this plan, wherever possible, as described in Section 4.6.
The Revision History on the cover page of this Plan will be used to record any updates made.
[bookmark: _Toc185927136]Detection and triage
The [CSIRT] may be made aware of Cyber Security Events through the following channels:
Security solution alerts, or other detections, reported by [COMPANY NAME’S] internal teams or external IT providers
Tickets raised via the [Service Desk] to the IT Security Team for investigation.
Employees verbally or otherwise informing the IT Security Team of Cyber Security Events.
Reports by other organizational communication channels by which relevant business team leaders and other key employees can report significant incidents. Reports of Cyber Security Events will be referred to the IT Security Team, for investigation and actioning.
Any reported Events should be first investigated by the IT Security Team, to determine whether an Incident may have occurred (see Section 4.2.1), and to determine the nature and severity of the Incident. The IT Security Team should organise and prioritise responses to ensure that investigations are not delayed.


[bookmark: _Toc185927137]Event categories
Upon detection of a Cyber Security Event, the IT Security Team may categorise the Cyber Security Events into one or more of the types of potential Incident laid out in the table below:
	
Type 
	Description

	Phishing or Social Engineering
	Communications which deceive, or attempt to deceive, employees or other [COMPANY NAME] stakeholders in order to obtain credentials or other sensitive information, or to install malware on company assets.

	Unauthorised Access or Usage
	An individual gains physical or logical access to network, system, or data without permission.

	Unauthorised Disclosure or Loss of Information
	An event potentially affecting the confidentiality, integrity, or availability of data controlled or otherwise held by [COMPANY NAME].

	Ransomware
	Unauthorised encryption, or attempted encryption, of systems or data, particularly via crypto malware, for cyber extortion or business interruption purposes.

	Malware
	Installation of malicious software or code (e.g. virus, worm or other code).

	Service Interruption or Denial of Service
	An attack that prevents access to a [COMPANY NAME] service or otherwise impairs normal operation.



An Event or Incident may fall into more than one category.
If an Incident is determined to have occurred (using the procedure outlined above), any relevant Cyber Security Response Playbooks should be applied and activated, together with the steps taken in this Plan.
[bookmark: _Toc185927138]Assigning a priority rating
Following initial investigations and verification of the Cyber Security Event, IT Security Team members should assign the Event an initial Priority rating.  The Cyber Security Lead, or another role assigned by the Incident Response Lead or Management Team prior to the incident, is accountable for assigning an initial Priority Rating to a Cyber Security Event.
The table below should be used as guidance when determining the priority assigned to an Event/Incident, but Priority should be calculated on a case-by-case basis. When using the table, consider all assessment criteria - often, a higher priority in any one criteria may be considered sufficient to assign the Event/Incident that higher priority. If there is disagreement as to the priority rating the Cyber Security Lead (or another role specified by the Incident Response Lead or Management Team prior to the incident) shall assign the rating.
	Priority
	Assessment Criteria

	
	Level
	Impact on operations
	Regulatory or legal impact
	Reputational impact

	P1 Incident 
	(High)
	Unless remediated, this Incident will significantly disrupt multiple or critical business services.
	Unless remediated, this Incident may lead to significant regulatory scrutiny and/or large fines for non-compliance.
	This Incident will likely become known to people outside of [COMPANY NAME] and could attract attention.

	P2 Incident 
	(Medium)
	Unless remediated, this Incident will likely disrupt non-critical business services. The impact on affected services is considered manageable.
	Unless remediated, this Incident may render [COMPANY NAME] non-compliant with regulations or contractual terms regarding cyber or data security, and could result in minor penalties.
	This Incident is unlikely to become public knowledge, or else is unlikely to attract attention.

	P3 Incident 
	(Low)
	This Incident is unlikely to have a tangible impact on [COMPANY NAME] operations. It can be managed locally without impacting business outputs.
	This incident does not render [COMPANY NAME] non-compliant with regulations or contractual terms regarding cyber or data security.
	This Incident is unlikely to become public knowledge.

	False Positive
	An Incident is determined not to have occurred



Following further investigation, the priority of an Event or Incident may be re-assessed and/or re-assigned based on new information. Any re-assessment or re-assignment should be communicated by the Cyber Security Lead to the Incident Response Lead to carry out further escalation or actions as described below.
[bookmark: _Toc185927139]Incident Rating and Escalation
Based on the assigned priority, the IT Security Team should escalate the incident and begin initial response and containment activity, as outlined below:
P1 Incident (High): This is an Incident. The Cyber Security Lead or IT Security Team should notify the Incident Response Lead or an alternative Management Team representative immediately, whilst proceeding with containment, eradication, analysis and recovery activities. If an Incident Response Lead has not been previously agreed on the Management Team (or available members) will appoint an Incident Response Lead for the Incident.  At this stage, the Incident Response Lead should convene the Management Team through an agreed communication channel and decide whether to notify and assemble the Executive Team.
· Time to respond and escalate: Immediately
· Time to contain: ASAP
P2 Incident (Medium): This is an Incident. The [Cyber Security Lead/IT Security Team] should notify the Incident Response Lead or alternative Management Team Representative immediately, via appropriate communication channels, whilst proceeding with containment, eradication, analysis, and recovery activities. At this stage, the Incident Response Lead should convene the Management Team through an agreed communication channel and decide whether to notify and assemble the Executive Team.
· Time to respond and escalate: Within 4 hours (or other time frame as defined by the organization)
· Time to contain: ASAP
P3 Incident (Low): This is an Incident. The IT Security Team, led by the Cyber Security Lead should respond to the Incident, with additional support from within the IT Security Team or other teams as required. As the incident develops, the Cyber Security Lead should be updated and they may decide to reassign a priority rating and notify the Incident Response Lead for further notification to the Management or Executive Team. 
· Time to respond and escalate (if required): Within 8 hours (or time frame as defined by the organization)
· Time to contain: As defined by the organization
False positive: This is not an Incident. The IT Security Team should close out any ticket or respond to any communication as required, with notification as required providing details on why this was not an Incident.
Insurance Reporting: Where Cyber Security Events are considered to potentially result in financial loss or require support from brokers, insurers, external counsel, and / or external technical responders, they should be reported immediately by the IT Security Team to the Risk Manager (or alternative Management Team Member overseeing insurance reporting) to carry out necessary notification regarding the incident.   
[bookmark: _Hlk207026914]Incident Communications: Following initial escalation, the Incident Response Lead will be primarily responsible for communication and updates between the IT Security Team, Management Team and Executive Team.  
Unless otherwise agreed or requested by the Executive Team, The Incident Response Lead will be the primary communication point between the Management Team and Executive Team.
[bookmark: _Toc185927140]Analysis
Once a Cyber Security Incident has been confirmed, it is vital that the full extent of the compromise is understood. Some initial containment and eradication actions may be required as a priority before the Incident is fully investigated, and these should be identified and actioned. However, containment and eradication cannot be completed until the full extent of the compromise is understood. 
It is important that no action is taken by anyone other than the individuals that comprise the [CSIRT] unless tasked or requested by the [CSIRT]. This will minimise the risk of evidence contamination / loss, or uncoordinated response actions that could cause delays, data loss, operational problems, or further security incidents.
[bookmark: _Toc185927141]Evidence collection
Information gathered during a Cyber Security Incident is evidence that will potentially be used in disciplinary, criminal or civil action. Care must be taken to preserve the evidence in such circumstances.
During any Incident where an external cyber response provider is engaged to provide support, evidence should be collected and held by, or under advice from, an external cyber response provider especially when dealing with Cyber Security Incidents that could pertain to legal or disciplinary issues.
Any evidence collected by an external cyber response provider should be stored securely by an external cyber response provider, and provided to other parties when necessary and as agreed with [COMPANY NAME] stakeholders.
Any evidence collected and held independently by [COMPANY NAME] should be securely stored in a suitable location not compromised or impacted by the Incident. Permissions to access or make changes to this data should be restricted to an appropriate group of stakeholders with legitimate need to access the data.
[bookmark: _Toc185927142]Analysis
Analysis may be conducted by appropriate [COMPANY NAME] team members, particularly including the IT Security Team, or may be led and supported by an external cyber response provider, as appropriate.
The objectives, and therefore targeting, of any analysis should be to:
· Provide information required to support containment, eradication and recovery work.
· Identify the root cause of the Incident.
· Determine whether any data loss has occurred.
· Support any reporting requirements made of [COMPANY NAME] by external parties.
· Provide any other information required to address [COMPANY NAME] business needs.
Regular updates regarding progress and any findings should be provided to the [CSIRT], including reporting specifically to the [Management Team] to facilitate the overall response, and to the IT Security Team where findings are relevant to containment, eradication and recovery activities.
Specifically, any initial discovery of data loss must be escalated appropriately, as outlined in the Data Incident Response Playbook.
Notes regarding findings must be taken during the investigation, and consistent records regarding the Incident and subsequent response activity should be kept and centralised when possible, to facilitate a legal analysis with respect to potential reporting obligations. The consequences of such findings should be contemplated in the subsequent Post-Incident Review see Section 4.7). Particularly for Incidents classified as P1 to P2, recording of this information may if appropriate be conducted by suitable IT Security Team member(s) using a Cyber Security Incident Report Form, in anticipation of the Post-Incident Review process.
[bookmark: _Toc185927143]Containment and Eradication
Once the scope of the incident has been identified, the incident must be contained in order to limit the impact on the business, and the threat or source of compromise must be eradicated.
Containment and eradication activities can be broad in scope. They should be carried out by experienced and competent professionals, as failure to do so correctly can result in attacker persistence and additional / extended impacts on the business.
Containment activity should be prioritised by urgency, potential impact and the criticality of the assets being protected. Containment activity should focus on preventing further damage or unauthorised access from occurring. This may require disabling or impeding regular business functionality, at least temporarily, while additional containment or eradication activities occur. Any such decisions that would affect [COMPANY NAME] business operations should be assessed and confirmed at an appropriate level with the IT Security Team.
Whilst initial containment activity should prioritise known threats and compromised systems/accounts, subsequent containment activities should also address other systems or accounts that could have been compromised by the attacker. This activity should be informed by ongoing analysis and investigation work.
[bookmark: _Toc185927144]Recovery
Once a suitable level of containment has been established, and without impeding evidence preservation and collection, the IT Security Team should begin work on recovering (or, if necessary, replacing) any impacted systems or devices.
Restoration action will often be conducted by the IT Security Team in conjunction with other teams but may be led or supported by other project teams where the latter have responsibility or expertise regarding the systems requiring restoration.
Where significant or complex restoration activity is required, a plan should be agreed by the [Management Team] before proceeding, to ensure that restoration is conducted securely and in line with all wider business requirements, including those relating to ongoing security, to any ongoing investigation, to any legal and regulatory risk, and to clear communication with clients, partners and other external parties.
Where systems have been damaged or otherwise rendered unusable, these should be restored in a secure manner to an operational, 'clean' state.
Where user accounts have been compromised, disabled or otherwise affected, they should be evaluated if they are necessary.
If they are found to be needed, they should be reverted in a secure manner to an operational state, and access restored to legitimate users.
If they are found to no longer be needed, they should be disabled in accordance with the policies and procedures of [COMPANY NAME]
Where access to systems has been blocked, restricted or otherwise affected, access required for normal business operations should be restored in a secure manner.
[bookmark: _Toc185927145]Post-Incident Review
Following any Incident categorised as P1 to P2, a Post-Incident Review should be conducted as soon as practicable to consider how the Incident occurred, identify the root causes, and review how the Incident was handled. This will help to identify improvements to avoid similar incidents and improve future responses 
An Incident should not be considered resolved until the following is determined with a suitable degree of confidence:
· That all attacker access, activity and persistence has been removed from [COMPANY NAME] systems and environment. This should include:
· Eradicating any known malware, attacker tooling or persistence;
· Changing any passwords or other credentials compromised or potentially compromised by the attacker;
· Reversing any changes made by the attacker to settings or other aspects of [COMPANY NAME] systems;
· Removing any identified routes, including software vulnerabilities or misconfigured controls, by which the attacker accessed or potentially could re-access [COMPANY NAME] systems.
· That all legal / regulatory notification obligations have been contemplated and fulfilled.
The Post-Incident Review should address and consider the following questions:
· What was the root cause of the Incident?
· What was the scope, severity and total impact of the Incident?
· What additional security controls, policies, or other steps can be implemented to prevent or reduce the risk of a similar Incident re-occurring?
· Was the response activity undertaken correctly, effectively and efficiently?
· Should changes, improvements or additions be made to this Cyber Security Incident Response Plan or to related documents and materials to reflect lessons learned from the Incident?
A Cyber Security Incident Report may be completed to address these and other relevant points to document information regarding the Incident and ensure lessons learned can be considered and adopted. These Reports should be retained, in a suitably secure location. The file names should include a report date, to allow individual Incidents to be identified during any subsequent review.
High-level information from the Report should be presented to the CEO (and other senior executive, if necessary), to ensure that all appropriate stakeholders are in agreement that the threat has been managed, and that [COMPANY NAME] are suitably prepared for similar incidents in the future.
Discussions of extra budget allocation or team resource should be held if the progress made is unsatisfactory.
Appendix: Cyber Security Incident Response Team (CSIRT) member roles and responsibilities
Contact details for key response team stakeholders should be provided and updated in the table below. The team structures can be found in Section 3.1. Note: that, depending on the organization the Incident Response Team Lead and the Cyber Security Lead may be the same person.
	Role
	Name
	Tel number 
	Email Address

	Incident Response Team Lead (i.e. Chief Information Security Officer)
Coordinating resources and activities relating to the incident, including briefing the Management and Executive Team
Coordinating internal communication channels and updating key internal stakeholders of the incident details for external communications. 
Escalating incidents and providing updates as required to the Executive Team.
Escalating incidents to an external Cyber Response, legal counsel and similar providers where required.
Documenting and maintaining records of the incident and response activities.
Initiating follow-up actions to reduce likelihood of recurrence.
Authorising on-site investigations by external parties, including service providers and law enforcement, during any security incident investigation. This includes authorising access to/removal of evidence from site.
	
	
	

	Cyber Security Lead (i.e. Senior IT Leader reporting to the Chief Information Security Officer)
Ensuring each reported Cyber Security Event is investigated.
Leading the technical response to the Information Security Incident.
Assigning a Priority Rating to the incident
Escalating P1-P2 incidents (and P3 incidents as decided by the organization)  to the Incident Response Team Lead
Coordinating technical resources to support the overall response strategy.
Co-ordinating the response, including documentation of all emergency steps taken, evidence collection and closing out the event.
Overseeing and leading the IT response activities of the IT Security Team.
	
	
	

	IT Security Team (IT Security, Security Operations Centre)
Investigating Cyber Security Events.
Triaging, classifying, and assigning a priority level recommendation to the Cyber Security Lead.
Conducting relevant containment, response and recovery activity.
Gathering, reviewing and conducting any initial analysis of evidence. Investigating Cyber Security Events.
Triaging, classifying, and assigning a priority level to a potential incident.
Conducting relevant containment, response and recovery activity.
Gathering, reviewing and conducting any initial analysis of evidence.
	
	
	

	IT Service Desk
Conducting any initial investigation of tickets raised to identify Cyber Security Events.
Reporting Cyber Security Events to the IT Security Team
	
	
	

	E.g. Managed Detection and Response Provider (Security Operations Centre)
Identifying potential Cyber Security Events and conducting initial investigation and triage.
Reporting Cyber Security Events to the IT Security Team.
Supporting use and any additional deployment of security tools to support incident response.
	
	
	

	General Counsel / Data Protection Officer
Ensuring that [COMPANY NAME] is compliant with its responsibilities in relation to the protection of Personal Data, including liaison with relevant regulators within required timeframes.
Works alongside the incident response team to assess the potential impact of data privacy incidents and determine necessary legal actions.
Ensuring that [COMPANY NAME] is compliant with any other legal, regulatory and contractual responsibilities, including liaison with relevant authorities within required timeframes.
Oversees the preparation of notifications to affected parties and regulators, ensuring accuracy and compliance with legal standards.
Conducts privacy impact assessments to gauge the repercussions of incidents on personal data and organizational privacy commitments.
Advising on legal risk and implications, and coordinating with external counsel, as required
	
	
	

	Risk Manager
Should be informed at the earliest possible stage of any potential requirement to activate relevant insurance policies.
Will lead on contacting insurers, activating policies, managing insurer relationships and requirements, and addressing any concerns or limitations regarding coverage, whilst keeping other CSIRT members informed.
	
	
	

	Communications Lead/Head of Corporate Communications 
Work closely with the General Counsel and Data Privacy Counsel to ensure legal compliance in all external and internal communications.
Work closely with the General Counsel and Data Privacy Counsel to develop and execute communication plans tailored to the specific incident, ensuring alignment with the overall incident response strategy.
Work closely with the General Counsel and Data Privacy Counsel to identify key messages and objectives for both internal and external communications.
Coordinate with General Counsel and Data Privacy Counsel to update employees about the incident, its impact, and ongoing responses.
Ensure consistent messaging across all internal communication channels.
Serve as the primary contact for external communications, including media inquiries, public statements, and press releases.
Coordinate with General Counsel and Data Privacy Counsel to manage relationships with communication partners and vendors, such as public relations firms.
Identify and prioritize key stakeholders, including customers, partners, regulators, and the general public.
Work closely with the General Counsel and Data Privacy Counsel to draft and disseminate notifications or updates for stakeholders, ensuring transparency and clarity.
Work closely with the General Counsel and Data Privacy Counsel to coordinate social media responses in line with strategic messaging and objectives.
Document all communication activities and decisions for post-incident analysis and reporting.
Work closely with the General Counsel and Data Privacy Counsel  to prepare post-incident communication reports for senior management, highlighting communication effectiveness and lessons learned.
	
	
	

	HR 
Should be informed when the health and safety of an individual employee is at risk, or when the root cause of the incident is believed to have involved a [COMPANY NAME] employee, whether accidentally or maliciously.
Support employees when adapting to temporary changes, such as alternate work locations or new operational workflows e.g. IT staff working overtime to contain or recovery from the incident.
	
	
	

	External Cyber Response Provider 
Support as required with management and response planning for Incidents.
Lead evidence collection and investigation of any incidents escalated to the external cyber response provider.
Provide advice to the internal CSIRT members on containment and restoration strategy.
Provide technical support with containment and restoration work where required.
Produce independent reporting regarding significant incidents where required by [COMPANY NAME] or external stakeholders.
	
	
	

	Senior Management
Making decisions on behalf of the business regarding both the incident response process and the ongoing operation of the business during major Incidents. Providing communications to the wider business, and informing where necessary the objectives and prioritisation of response and recovery efforts.
Taking decisions and actions, delegating where appropriate, around reputation management, client/partner and public communications and relationships, and negotiation with attackers.
	
	
	



 
Appendix B: Internal Contact List
Contact Details for key contacts within the organization. Include alternative communication methods to ensure contact even if corporate networks are unavailable
	Name
	Role
	Phone Contact
	Personal/Non Work Contact Details

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

















Appendix C: External Contact List
Contact Details for key external contacts outside the organization That support cyber incident response. Some example contacts are detailed below 
	Company Name
	Service
	Point of Contact
	Contact Details

	
	Cyber Insurance Broker
	
	

	
	Cyber Insurance Carrier 
	
	

	
	External Legal Counsel
	
	

	
	External Cyber Response Provider
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