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[bookmark: _Toc187248497]Purpose
The purpose of the Data Classification Standard is to ensure that appropriate controls are applied to [COMPANY NAME’S] information assets to protect them against unauthorised disclosure, access, or modification, and allow [COMPANY NAME] to comply with data handling and information security best practices. The confidentiality and integrity of data must be preserved, while also ensuring its availability for undertaking normal business functions.  
Different types of information require separate security measures based on sensitivity and importance to the business. [COMPANY NAME] Data Classification Standard provides data owners and consumers with a framework for classifying and using information assets. This will allow the correct controls to be applied, both through business processes and technical tooling, to protect [COMPANY NAME] from reputational damage, legal risks, and financial penalties.
[bookmark: _Toc187248498]Scope
This Standard applies to all data within the [COMPANY NAME’S] organisation or IT systems operated by [COMPANY NAME], and to anybody who has been granted access to [COMPANY NAME’S] digital information. This includes staff, third-parties, suppliers, and business partners.
[bookmark: _Toc187248499]Standards Statement
Tags or similar metadata must be applied to all data held by [COMPANY NAME] to ensure it is consistently classified across different datasets and types of data. These classifications should align with the documented data classifications provided in Section 4.

Users must consistently apply data classifications when they create, restructure, or reformat data. Data Owners must take responsibility, delegated where appropriate, for ensuring that processes are in place within teams to facilitate these actions across their data.

Classifications must be consistently applied and retained when data is transferred, both internally within [COMPANY NAME] and to external parties. Users must apply classifications where necessary (as per 2 above), and technical systems in place must capture and retain metadata regarding classification of data when data is transferred.

Where data classification is recorded using different systems, platforms or tools, depending on where data is being stored or utilised, data classifications must be accurately captured and retained consistently across the systems, tools or platforms used. These classifications must also align with [COMPANY NAME’s] documented data classifications, for which see Section 4.

Automated processes must be applied to ensure classifications are applied accurately and correctly across all data.
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The Data Governance team must establish monitoring processes to assess to whether the above standards are being upheld, and identify both gaps in classification of data, and issues where data is not classified correctly
Sample Cyber Governance Templates are provided as examples only.  They have not been prepared with detailed knowledge of your systems or the risks to your business, and do not cover all possible situations or actions necessary to respond to a cyber security incident.  You are responsible for using your independent judgement to assess the appropriate incident response plans and processes appropriate for your business.  The sample Cyber Governance Templates do not replace the advice of legal counsel or cyber security professionals in preparing for or responding to a cyber security incident.

[bookmark: _Toc187248500]Data Classification Table 
The table below shows types of data that are associated to data categories, the impact this could have on [COMPANY NAME] if data was shared inappropriately, and the broad approaches that might be applied to protect the data. These should be used to help classify data.
	Data Classification 
	Data Type

	
	Commercial Data ([COMPANY NAME])
	Personal Data (Individuals)

	Restricted Data – Category 1
	Restricted data includes highly sensitive data, where unauthorised access could cause severe harm to [COMPANY NAME], individuals or stakeholders. This includes documents and other items containing sensitive market or company-related information, the release of which could result in reputational damage or regulatory actions affecting [COMPANY NAME].
 Examples include: 
Market-sensitive information, such as [LIST SENSITIVE INFORMATION]
Sensitive internal [COMPANY NAME] information, for example business plans or materials for internal investigations, which could be damaging to [COMPANY NAME] or its counterparties if revealed (either externally or even within [COMPANY NAME]).
Sensitive third-party information held by the company [COMPANY NAME] information, for example business plans financial or contractual information, which could be damaging to [COMPANY NAME] or its counterparties if revealed (either externally or even within
[EXAMPLE]

Restricted data generally includes data which should only be made available to specific teams or individuals within [COMPANY NAME] and must not be shared externally. Additional controls should be implemented to protect this data and prevent unauthorised access or sharing, including within [COMPANY NAME].
	Sensitive personal data should be treated as restricted by default. This includes data and documents that contain sensitive data about an individual, such as race, religion, health details or payment details which could result in a heightened risk to that individual, for example through discrimination, ID theft or card fraud. 
Examples include: 
HR records, bank details, passports, credit card details, details of criminal convictions.
Personal Health Information
Additional examples 

Any such information should be restricted to relevant teams and individuals with a legitimate reason to access that data. Additional controls should be implemented to protect this data and prevent unauthorised access or sharing, including within [COMPANY NAME].

	Confidential Data – Category 2
	Confidential data includes data which should be restricted from general sharing. Data and documents that contains sensitive data which could have a detrimental effect to [COMPANY NAME].
 Examples include: 
Any data which should be kept internal to [COMPANY NAME] only, including [COMPANY NAME] internal reports and information of a private or commercial nature intended to stay within [COMPANY NAME]. 
Business or commercial data specific to a client which should not be leaked to other external parties
[EXAMPLE]

Additional controls should be in place to protect this data but may be less restrictive than those protecting Restricted data and will not prevent e.g. standard storing and transfer of data, which should be managed correctly by the individuals involved. Loss, leaks or unauthorised access to confidential data must be reported as a data incident.
	This is the default for non-sensitive personal data. Any personal data not considered restricted data is normally confidential. 
Examples include:
Documents that contain different types of personal data that can identify an individual, such as name, date of birth, national insurance number, financial information, etc.
Addresses and telephone numbers of staff or clients
[EXAMPLE]

Additional controls should be in place to protect this data, but may be less restrictive than those protecting Restricted data, and will not prevent e.g. standard storing and transfer of data, which should be managed correctly by the individuals involved. Loss, leaks or unauthorised access to confidential data must still be reported as a data incident.

	Public Data – Category 3
	Public data includes data which does not represent a risk to the business. 
Examples include:
Anything in the public domain, such as product or service brochures, job advertisements and published financial reports
Anything intended for general distribution
Anything which does not contain either Confidential or Restricted data

Controls to protect this data can be very limited, allowing more convenient use and transfer of data, due to its non-sensitive nature. Data falling under this category would not need to be reported as a data incident if misplaced.
	Public personal data should be limited to non-sensitive contact details, or where the individual has agreed data should be made public or shared without restriction.
Examples include:
Usernames and email addresses used for email or messaging purposes, or where contact and role details for an individual are publicly available.

Controls to protect this data can be very limited, allowing more convenient use and transfer of data, due to its non-sensitive nature. Data falling under this category would not need to be reported as a data incident if misplaced.


 
[bookmark: _Toc187248501]Guidelines for employees
[COMPANY NAME] employees should consult the table whenever they:
Create and save a new file.
Modify a file in a way that might change its data classification.
Send data to others, whether internally or externally.
Share files or data, or otherwise change permissions for who can access the data.
Transfer data from one system or type of file to another.
Classifications should be applied to all [COMPANY NAME] data using appropriate systems. This will, where possible, be automated or pre-populated within available templates. Guidance on how to apply classifications to emails and Microsoft Office documents is available in the [FILE LOCATION]. For other file types and platforms, designated processes should be followed. If no appropriate tool or process is available, queries should be raised to the [APPROPRIATE TEAM NAME] for assistance.
[bookmark: _Toc187248502]Monitoring and Review 
The CISO (or equivalent, assigned individual within the organization) will assign an individual or team to periodically review the Policy with oversight from the [COMPANY NAME’S] Executive Committee at least annually to ensure its continued effectiveness and alignment with regulatory requirements, industry standards, and organisational needs.
[bookmark: _Toc187248503]Alignment with other documents
The Standard is aligned with other [COMPANY NAME’S] policies and processes, including the following:
[COMPANY NAME’S] Governance Framework
[COMPANY NAME’S] Data Protection Policy
[EXAMPLE]


[bookmark: _Toc187248504]Appendix: Technical and Non-Technical Controls
[COMPANY NAME] deploys several technical and non-technical controls in relation to the management of access and protection of data that is stored on [COMPANY NAME’S] system. 
[bookmark: _Toc187069251][bookmark: _Toc187069293][bookmark: _Toc187248505]Technical Controls
The following technical controls may be used to restrict access to data in accordance with the requirements determined by its classifications.
Access Controls: Use security groups, user access privileges and permissions to manage access to different data classification groups.
Data Loss Prevention (DLP): Implement DLP policies across systems to ensure confidential and restricted data is properly handled and protected. 
Authorisation: Access to restricted data must be limited to authorised personnel only. This should be enforced through password policies, multi-factor authentication, and the principle of least privilege.
Network Separation: Separate network drives and/or server as required by local regulations and legal obligations.
Encryption: Data must be encrypted when in transit, at rest, and in use by all users. 
Monitoring and Logging: All access to confidential and restricted data should be monitored and logged for audit purposes. Security events and incidents must be properly reported and responded to according to [COMPANY NAME’S] Incident Management Procedure.
Network Security: Implement network security measures, such as firewalls, intrusion detection/prevention systems, and network segmentation, to prevent unauthorised access to protect restricted and confidential data.
Backups: Regularly back up confidential and restricted data and store it securely to prevent data loss due to hardware failures, natural disasters, or cyber-attacks.
[bookmark: _Toc187069252][bookmark: _Toc187069294][bookmark: _Toc187248506]Non-Technical Controls 
The following non-technical controls should be used to restrict access to data in accordance with the requirements determined by its classification. 
Project Data Confidentiality: Project-related data is not to be discussed outside of relevant Business Units, Departments, or project teams (as applicable). For highly sensitive engagements, project names should be used in place of client names.
Briefings for Sensitive Projects: Project teams who are working with highly sensitive data must receive a briefing from the CISO (or role responsible for overseeing this standard) within their Business Unit or Department prior to starting the project.
Data labelling: Data must be labelled according to the data classification labels detailed in this document, see Section 4. 
Physical Access Controls: Access to areas where data is stored, such as server rooms, data centres, or file cabinets, should be restricted only to authorised personnel. This can be achieved through measures such as locked doors, access control cards, biometric authentication, and security personnel. 
Secure Disposal of Data Storage Media: When data storage media are no longer needed, they must be securely erased or destroyed to prevent unauthorised access or recovery. This can be achieved through measures such as shredding, degaussing, or physical destruction.
Surveillance: Surveillance cameras should be installed in areas where data is stored to deter and detect unauthorised access, theft, or damage.
Employee Training: All employees with access to sensitive data must receive regular security awareness training to ensure they understand their responsibilities for protecting sensitive data.
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