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Data Incident Response Playbook
0. [bookmark: _Toc189484829]Detection
A data incident occurs when an unauthorised party successfully accesses and/or retrieves data from [COMPANY NAME] systems, where this data includes: (a) Personal Data; (b) data which [COMPANY NAME] is legally or contractually required to keep secure; or (c) other sensitive [COMPANY NAME] or client business data.
Data incidents often occur as part of a larger cyber Incident. The steps outlined below are in addition to any action required to address the wider Incident, as per the Cyber Security Incident Response Plan and/or other Playbooks.
[bookmark: _Toc189484830]Roles and responsibilities
Cyber Security Incident Response Team (CSIRT) roles and responsibilities are defined in Section 3 of the Cyber Security Incident Response Plan.
Data incident should be escalated to the [Management Team] in accordance with the organization’s Cyber Security Incident Response Plan.
[APPROPRIARE LEGAL AND DATA PROTECION ROLE] and/or any external legal counsel should be engaged within the incident response process as required, to support legal and regulatory matters.
[bookmark: _Toc189484831]Response steps
A diagram providing additional guidance is included at the end of this Playbook.
Initial containment
Containment should occur as appropriate for the type of cyber Incident. As a priority, any further unauthorised access, loss, transfer of data should be prevented. Network or user access should be disabled if required to achieve this.
Escalation
The Incident should be triaged and escalated, as per Section 4.2 and Section 4.3 of the Cyber Security Incident Response Plan. In addition:
When a incident involving Personal Data or other sensitive data is detected, the General Counsel should be informed as soon as possible.
If external legal counsel is supporting the incident response, they should also be informed of any data incident together with the above parties.
If external counsel is not in place, the Management Team should determine whether additional legal support is required in respect of the data incident.
Evidence collection
Evidence collection will depend on the nature of the Incident.
Additional evidence collection to support regulatory reporting and understanding of potential legal liability may be required/advised by the General Counsel or by external legal counsel:
Evidence should be captured and held in an appropriately forensically-sound manner, with support from an external cyber response provider and advice from external legal counsel as required.
When evidence collection must be balanced against other priorities, input should be sought from the General Counsel or external legal counsel as appropriate to ensure that an informed decision is made.
Analysis
The General Counsel , supported if appropriate by external legal counsel, will assess the extent of any data incident, and the relevance of any contractual, regulatory or other reporting requirements, based on the evidence available.
Additional analysis of technical evidence, including for example eDiscovery investigations to identify any affected Personal Data, may be required to support this assessment; this should be delivered by an appropriate team or organisation, which may be externally-sourced if appropriate.
Reporting and communication
The General Counsel , supported if appropriate by external legal counsel, should identify any reporting requirements or other actions resulting from the data incident.
If a Personal Data Incident has occurred, the General Counsel , supported if appropriate by external legal counsel and following consultation with the Management Team] and appropriate management sign-off if required, will make appropriate statements and declarations to all appropriate regulatory authorities. 
These team members will also determine, as the response progresses, what additional disclosures to data subjects, data owners and other affected parties are required or appropriate.
Disclosure or communication to the public, media, law enforcement or other third-parties may also be required or appropriate. The nature, content and communication method of any such disclosure should be agreed by the Management, supported as appropriate by external legal counsel or other appropriate specialists as required, before any such communication is made. Any required sign-off, and/or assistance in sending communications via appropriate channels, should be sought from other [COMPANY NAME] employees as appropriate.
Post-incident review
For Incidents classified as P1 to P3, or where it is considered advisable for legal purposes, a post-incident review should be completed, as per Section 4.7 of the Cyber Security Incident Response Plan.
The root cause, impacts and lessons learned regarding any data incident should be considered as part of this process, and addressed in relevant sections of a Cyber Security Incident Report Form.


[bookmark: _Toc189484832]Annex A: Data Incident response flow diagram
[image: A diagram of a data breach
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Sample Cyber Governance Templates are provided as examples only.  They have not been prepared with detailed knowledge of your systems or the risks to your business, and do not cover all possible situations or actions necessary to respond to a cyber security incident.  You are responsible for using your independent judgement to assess the appropriate incident response plans and processes appropriate for your business.  The sample Cyber Governance Templates do not replace the advice of legal counsel or cyber security professionals in preparing for or responding to a cyber security incident.
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